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About Visa Asia Pacific’s AIS Scanning VISA
Service

As part of Visa Asia Pacific’'s Account
Information Security Program (AIS), which
helps protect sensitive cardholder account
and transaction information, Visa Asia
Pacific is offering a FREE security
assessment service for all parties that
handle Visa cardholder data, such as
service providers, Internet Payment Service
Providers (IPSPs) and merchants.

The service includes self-assessment and
vulnerability scanning of your network.

ScanAlert, one of the world’s largest website
security certification companies will provide
the free security assessment and validation
service. ScanAlert will also provide Visa’s
member financial institutions in the Asia
Pacific with a comprehensive reporting
system to track the AlS validation status of
their merchants and service providers.
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Logging onto AIS Scan Portal VISA

= Open your web
browser and enter:

Making the web HACKER SAFE®

Ne make websites safe from hackers At \ FIND
hind certify it to their customers ' - : E?T%EER SAFE WWW. Scan a.I e rt . CO m

“ze = Click on the link:

Scandlart”

i SHOPPERS . . . o
e Over 65,000 Web sites use HACKER SAFE® m Vl S a AS | a PaC |f| C A I S

1f MERCHANTS certification to help protect you from identity TESTED - 16-AG

joomwers | thetandcredtcordfraud. e comume Validation Service

5 & NON-PROFITS CISP / AIS / SDP

LOPROFESSIONAL
*s: SERVICES Wouldn't you rather shop at a HACKER VISA

- | SAFE site? ~== Yisa Asia Pacific
.1 PARTNERS AIS validation service

. View demo to learm more . . . Click here to sign-u
.12 TECHNOLOGY for PCI certification
— service

.41 COMPANY
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At the Welcome Page VISA

Welcome to the Visa Asia Pacific Account Information Security Portal L]

If you have already enralled click here to Login VISA
Wisa Asia Pacific has partnered with Scanalert, the world's leading web site security

certification corpany, to sponsor FREE Yisa AIS validation services faor all Asia
Pacific reqion Internet Payment Service Providers (IPSP) and merchants,

= You will be brought
Wisa's Account Information Security Program {AIS) is a Risk Management program sponsored by Visa and run by Visa's WI

members, The AIS program is a requirement for all entities, such as merchants and service providers, that process,

stare or transmit Visa cardhollderlaccount and/or tralnsaction information, | N to a We I CO m e P ag e _
To check whether your organization meets the required AIS standards, you need to complete the following validation
read this first then:

tasks {depending on the average monthly Wisa volume you process):

¢ Self-fssessment Questionnaire («<10k transactions)
# Quarterly Vulnerahility Scan (between 10k and S0k transactions)
» Onsite Review { =50k transactions)

Through Wisa's sponsorship, Asia Pacific region IPSPs and merchants can access Scandlert's AIS validation service at no | ‘ I IC k ‘ O n t I n u e
cost, Scandlert's easy-to-use self-assessment questionnaire "Wizard" and safe, non-invasive security scanning enables
many participants to successfully validate within a few hours of enrallment.

The program provides all of the services you need:

Onling assistance corpleting your self-assessment questionnaire

Zafe vulnerability scans of all Internet servers and netwark connection points
Assistance preparing your AIS compliant security policy

Telephone technical support (for vulnerability scanning only}

Preparation of your "A15 Valiation Repart” upan completion

Service available in English and Mandarin Chinese

Cnly Asia Pacific region IPSPs and merchants are eligible for the FREE Wisa AIS Validation Service, Please click
"Continue” to sign up now,

Enroliment Code {Optional) Sign Up Now
If you have an enrollment code please enter it here YourVisa AIS Validation account includes scanning of
and click "validate," up to six devices, You may add more devices to scan

after you enroll, Click "Continue" to sign up now,
Wisa Asia Pacific AIS Validation - 100% Off

|3?38 | [ i ] Scanning Included Additional

Device - Quarterly f I e
|

=

£l i
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Enrollment VISA

Thank you for choosing Visa &sia Pacific's 815 Validation Service.

After completing the form below you will receive an email containing login

instructions, Once logged into our AIS Portal vou will find easy-to-follow instructions VISA u T e e n ro I I Ie nt pag e
for completing the Self-Assessment Guestionnaire, adding devices for security

scans, and completing all other steps necessary to obtain a validation Report,

Company Information

Compony Nome (415 Seviee o | = Enter your company
= . — information
| | = Upon completion of the

ST ; fields, read the PCI Audit

| Terms. You are legally
—— | bound by these terms,
Ravenh | which describe your
et e responsibilities and how

you may use the system.

PCI Audit Terms

5 it : -l H C
Terms and Conditions for provision of Payment Card Industry Data Security Standard — [ | Th I k ' ' l I t
(PCI) compliance audit to be provided by Scandlert, Inc., a PCI compliant network = e n C IC O e e
security scanning vendor,
1. Acknowledgement
1.1 By using the web site on which this document is found ("the Site"), you acknowledge v
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ScanAlert AIS Portal

Yalidation
b Get Started
Haow ‘e Scan

Information
FAC
Best Practices

ScanAlert Security
Management Console

¥ Security » Account » Tools » PCI

ala) Self-Assessment (2 Security Scanning N AIS Validation Report

Welcome to Visa Asia Pacific’s AIS Validation Program

Wisa Asia Pacific requires all entities that process, transmit or store credit card data on a network
connected in any way to the Internet to be certified to mest the AIS standard within the framework of
the Payment Card Industry (PCI) Data Security Standard, For more information visit Visa's Account
Informnation Security (AIS) Program.

To meet these requirements you must complete both the Annual PCI Self-Assessment Questionnaire
and pass security scans of your web site(s) and any office, store or network Internet connection(s)
where payment card information is processed or stored,

Entities with average manthly Yisa volume of over 10k transactions require security scans on a
minimum quarterly basis, While security scans are not required for those with less than 20k
transactions per manth it is highly recormmended. Scandlert's security scanning technolagy is used by
over 65,000 websites each day and is proven to be safe, non-disruptive and non-invasive,

There are three basic steps to validate AIS compliance:

1. Completing and passing the annual security self-assessment questionnaire
2, Completing and passing quarterly security scans of your Internet infrastructure
3. Obtaining a Validation Report

Please use the above links to access these three validation tasks.

VISA

¥ Logout

VISA

You would receive a welcome
email with the Subject header:
“ScanAlert — FREE Asia
Pacific AIS Validation” upon
enrollment

Click on the link in the emall

Use the temporary password
provided in the email to login
to the ScanAlert’s AIS Portal

Additional links such as FAQ
and Best Practices are
located on the toolbar on the
left-hand side of the page.
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Completing the Self-Assessment VISA
Questionnaire

ScanAlert Securit VISA 8 T th
- Manageme‘;t Console - O CO m m e n Ce e
'_}S'e_t_urit_y?r_n_l:l:uunt yT-nn_Is-_'rPCIi . » Logout Se If_Assessm e nt
Validation . .
e D setsesment ) setysonnn ) atsvaanoneon Questionnaire (SAQ),
Information -
. click on the
When completing the PCI Self-4ssessment Questionnaire (SAQ) please keep in mind that it
ifically add busi ices, d Web i h S I f-A t
e Ll e R e ssessmen

Best Practices Welc 1 Self-: nt Questionnaire rd
The Wizard will assist you in completing the questionnaire by filing in sections of the b utto n
questionnaire for you, based on your answers to a few simple preliminary questions,

After completing the 7 Wizard sections below you simply indicate YES, NO ar Nf& answers to

any self-assessment questions not already answered YES by the Wizard, - -
= An SAQ wizard will

*Click the "Save Changes" button at the bottom of this page at any time to save your work for
completion later, If vour session times-out while working on the form, please log back in at the login

prompt to resume, be IaunChed

tion Infarmation

This is your company or organization's merchant banking contact infarmation.

Corporate Name |AIS Service Test

DBA i

Contact Name l|NigeI Ravenhill

Contact Title IUnknown

Contact Phone .|+61 2-5555-1111

Contact Email |raventhewriter@yahoo, carn v

AIS Scan Service Users’ Guide | Al Visa Public




SAQ Wizard

7. Preliminary Questions

Answering these guestions will determine which sections of the questionnaire the Wizard
can complete for you, If you can accurately answer "Mo” to any of guestions 1,2, 3, 4, or 6
your compliance requirements will be greatly reduced, Answering ™es" to question 5 about
daily scans meets the requirements for an Intrusion Detection/Prevention system, Please
be sure you answer these questions accurately,

MOTE: If yvou answer "ves" to questions 1 ar 2 you will need to change your busingss practices in
arder to meet the PCI security standard requirements, PCI standards require that you do not store
un-encrypted card data in your place of busingss or on your web site, or allow assess to full numbers
that are stored,

*¥rou must click the "Grade" button at the bottorn of this page each time you make changes to your
Wizard answers,

Question Yes Mo NfA
1. Do you stare un-encrypted (in clear text) pavment card information anywhere

in vour business operations, either in writing, on compuaters, ar on your web « .
site? F Explanation

2. Are stored payment card numbers (full 16 digits) accessible by any & I
personnel? b Explanation

3. Do you have an in-house software development team that produces your & e

transaction software? (most small businesses do not do this) ¥ Explanation

4, Are there any POS devices (other than your website) that are connected to a & " e
cormputer netwarl within your business? » Explanation

5. Is your website scanned daily through the HACKER SAFE certification & e
program? F Explanation

. Do you have a wireless netwark or wireless access points directly connected

(not through the Internet) to a local network containing any POS devices, & e
payrment processing terminals, ar payment card data storage systerns?

F Explanation

Visa Public
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VISA

= Based on your answers

to a few simple
preliminary questions,
the SAQ wizard will
automatically pre-
complete certain
sections of the
guestionnaire for you.

The wizard will also
provide a sample
Payment Card Industry
(PCI) compliant
Information Security
Policy




Online Help VISA

Requirement 1 Of 12,

Install and maintain a firewall configuration to protect data Yes No NfA

Are all router, switches, wireless access points, and firewall confiqurations secured e u ClICk
and da they conform to documented security standards? ¥ Explanation EXp | an atl on |f

If wireless technology 15 used, is the access to the network imited to authonzed rc e yOU need more

devices? ¥ Explanation . )
Information on

Do changes to the firg i
b Explanation the queSthn

I5 & firewall used to pratert tg netwark and limit traffir tn that which is renuired tn
ST R 7 o anAllyt - Microsoft Internet Explorer 0| x|

Impersonation with spi

all need authorization and are the changes logged? foe e

Enable encryption and MAC filkering on your wireless netwark to

Is payment card accoL prevent unauthorized devices from accessing i, "

netwark (not the DMz
If wireless technalogy | How to meet this requirement: If you have a wireless network, enable

netwarks and the payr| Encryption and MAC filtering. Your Canfiguration Palicy should state [
. that these security features are required,

Does each mobile cor .

firewall and anti-virus b Close Window
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SAQ

12.5 Is there an up-to-date information security awareness and training program in
place for all systern users? » Explanation

12.6 Are employees required to sign an agreement verifying they have read and
understond the security policies and procedures? ¥ Explanation

12.7 Is a backaround investigation {such as a credit- and criminal-record check,
within the limits of local law) performed on all employees with access to account
numbers? ¥ Explanation

12.8 Are all third parties with access to sensitive cardholder data contractually
obligated to comply with card association security standards? » Explanation

12.9 Is a security incident response plan formally documented and disseminated to
the appropriate responsible parties? » Explanation

12,10 Are security incidents reported to the person responsible for security
investigation? * Explanation

@ @ @ ® @& ® @
@ e a| o O 9|0

12,11 Is there an incident response team ready to be deploved in case of a
cardholder data compraomise? ¥ Explanation

After completing the 12 sections above save and download your completed questionnaire,
Certain answers to questions in this questionnaire have been pre-populated based on
information you have supplied to Scandlert, You must review each question in this
document for accuracy before submitting the results to your bank ar Visa. Scandlert accepts
no responsibility for the accuracy of these pre-populated answers,

Your Results

You must cormplete 100% and pass 100% to be compliant with the PCI requirements

Completed 100% Passed 100%

| »> Save Changes << ] | > Download SAQForm << |
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There are 12 sections in the

SAQ. (Note: All questions must be
answered in order to receive an AIS
Validation Report)

Click Grade at any time to see
how close you are to finishing
the SAQ.

Once you have completed all
guestions and receive a 100%
compliant grade, click Save

Changes. (You may also save
changes at any time to save your
work for completion later)

Click Download SAQ Form to
download your SAQ for future
reference.

NOTE: To be compliant with the PCI
standards, obtain a 100% pass grade.
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Getting a Security Scan

Validation
¥ Get Started
How We Sean

Information
FAQ o
Best Practices

Management Console

ScanAlert Security VISA
—

'; Security » Account » Tools » PCT ¥ Logou

m Self-fssessment n Security Scanning ﬁ £15 Validation Report

Security scanning is required for all Internet servers and network connection points involved
in collecting, processing, transmitting or storing cardholder data, This incudes office
cannections (dial-up modem, DSL, cable or wireless), store locations and Internet servers

such as website(s), email, FTP, etc.
Click "&dd Device" to enroll the domain names or IP addresses to be scanned,

To szan Dynamic IP dddresses, such as dial-up modem, DSL or cable Internet office/store connections
click on the "Security” tab at the top of this page, then dlick on "Dynamic IF" under the "Yulnerability”
meny iterm,

Maote: After adding devices you must contact your regional Scandlert representative to "Activate”
scanning. Users in Taiwan or Hang Kong please call +886-2-2700-2207. Users in Australia, New
Zealand or ather Asia Pacific countries please call +61 2 9922 6988 or +61 2 9929 0188,
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Click on the
Security
Scanning button

For more
Information on
ScanAlert’s
scanning
technology, click
How We Scan

Click Add Device
to add devices to
be scanned.




Adding a Device VISA

. .

 Scantlert ecurly VIS A Enter each domal_n or IP

Management Console o address that requires

'+ Security ¥ Account ¥ Toals » PCI | ¥ Logout Scannlng (YOU must accept
| Add Devi , .
“Iﬁﬁtn} e ScanAlert’'s Terms of Service
Configure -

- To add a device to be scanned enter its domain name or IP address below, pI‘IOI’ tO the Scan)
Yulnerabilities
Devices
enarts Domai that resolve to multiple IP add ill automaticall . .

il it et ol o e = Click Add Device to add
Dienarnic IP .
Foseareh a device to be scanned.
it Prior to adding a device,
Reports (% Quarterly Scanning - Using 0 Of 6

you must call a
ScanAlert representative

Damain or [P Address

[ww.sydneypaylcom to aCtlvate SCannlng

Iag;ee to Sdcat:nle.r‘t's Terms of Serl\;licde For Talwan or Hong Kong’ please
I understand that improper use could damage .

and/or cause interup@ionps of service to this gevice Ca” +886'2' 88726875 or emall

aistaiwan@scanalert.com

For all other Asia Pacific
countries, please call +61-2-
94202070 or emalill
ais_au@scanalert.com.
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Obtaining an AIS Compliance Report  VISA

Management Console

=m0 ScanAlert Security VISA
P

' Security » Account » Toals » PCT +Logout
Validation
} Get Started m Self-Assessmernt n Security Scarning m AIS Validation Report
Haow Wire Scan
Information
E‘z?t Pimh Before you can download your AIS Validation Report you must successfully pass both the Self-
Assessment and the Security Scanning requirements, Clicking the "HTML" buttan will produce
your report as a Web page in your browser which you may save or print, Clicking the "POF"

hutton will produce vour report as a pdf file which you may save or print,

HTMLinEngish | | POFmEnglsh |

To obtain a AlIS
Validation Report,
you must:

- Answer all
guestions

- No Level 3,4,5
vulnerabilities
Identified from scan

\ Validation Reports
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are available in a
HTML or PDF format.
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For any inquiries with regards
to AIS scan, please contact

Visa Payment Security
Services
Asia Pacific
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mailto:APrisk@visa.com
http://www.visa-asia.com/secured
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